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Firewall: FortiGate

Dashboard FORTIGATE

Dashboard > Status fAevtimaniileaidldauseuu viW FortiGate 9zuanItayanIngInves

Firewall

Network Interface FORTIGATE

iy Network > Interface 14uans Interface M%ausiafiu IP Network %58 VLAN #1949

T304 IPSEC Miawagnnele Firewall f7g

.....

- ponts
™ pot?
® ports
” portd

& port10

I Physical Interface

W Physical intertace
D Turnel intertace

@ Turne! intertace

D Tunnel interface

S Physical Interface 192 36876 254/255 2552550

™ Physical Interface 172161254/255.255.2550

B Physical Intertace

S Physical Interface

LR

)

WS

a
HTTPS

Adrricistrative Access @

192168762192 16874254
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Policy FORTIGATE

w11y Policy & Objects > Firewall Policy Lﬁaqw‘%a&gqm Policy #i19°) Inea1aun1svinanu
903 Policy 93383819 UI3Ua N anuuugn > a1siuansgn Tunisasa Policy azuwuady Policy 1
191 Inbound Policy [DNAT] wag 91990 Outbound [SNAT]

20000008

[ T °
BN o ropec on s
e on e a0
(= B o o8
I o v on 8 o
[ T on
| = 8 oM

© Ertied 1266 MB

@ ur s

Policy ¥19an / Outbound Policy [SNAT]

Step 1: (3191957980 Interface 1A3837ABINTINBYT Interface 1a lasgldainuau Network >>
Interface
Step 2: 1/il3ug Zone 7ifoen15v1 fsgradu:

Foanslia3es IP: 192.168.76.11 aen Internet 1 zone Flexpod Clouduay Interface port3

Step 3: Create Policy lngidaniau Policy & Object > Firewall Policy

Q Interface Pair View

Name From To Source Destination Schedule Service Action NAT Security Profiles Log Bytes

Implicit Deny O any O ay Ba Ball 8 atways @ AL @ DENY © Disabled 6988

ste >
B Policy & Objects v

1Pv4 Policy g

‘Authentication Rules
IPv4 DoS Policy
Addresses

Internet Service Database

Protocol Options
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Step 4: Create policy SNAT

MNew Policy
o o
Mame @& SMNAT-192.168.76.11

O Flexpod Cloud

+

Incoming Interface

Sutgoing Interface 0O WAN
-
Source &= 172.168.76.11732
+
Megate SOUrce »
Destination = all
-
Megate Destination T
Schedule S shery=
Service oAl

+
action > oenv
Inspection Mode sl Proxy-based

Firewall/Metwork Options
MNAT -
1P Pool Configuration
Preserve Source Port O
Protocol Options

== Outgoing Interface Addr

o default

Disclaimer Options
Display Disclaimer O

Security Profiles
AntivVirus

Web Filter

DS Filter
Application Control
IPs

Vi

File Filter

S5L Inspection no-inspection

Logging Options

Log Alloweed Traftfic
Generate Logs when Session Starts O
Capture Packets (s ]

Advanced
WCCP o
Exempt from Captive Portal O

Workflow Management
Policy expiration
Comments Write a3 comment #l0/1023

Enable thiz policy @

Use Dynamic IP Pool

&

& [Security Events
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Tumineing New Policy Tinsendeyasiil

. Name: #adeliifiu Policy Iofdedanisldaumy 1P 1wy SNAT-192.168.76.11 1Judiu

« Incoming Interface: \&on Interface i Traffic asudun (1w Flexpod Cloud).

. Outgoing Interface: 1dan Interface 7i Traffic avoonlu (Wu WAN).

. Source: izul,mdﬁimsuaa Traffic (IP Address, Subnet, %158 Object) yndalsifiazfng
@319 Object nou

+ Destination: iz‘qﬂmamwaﬂ Traffic (IP Address, Subnet, %38 Object) yngalidl
ADIE519 Object nou

- Schedule: fuuaanfl Policy 9311911 (1w Always yndesnisliinaunasniian).

. Service: IdonUsslnnuInIsiidesnIaIuAY (Wu HTTP, HTTPS, #3e All mndaanis
AIUANYN Service) Mndiliifiazfadasns Object naw

- Security Profile n3gignéninisldaumnin Feature App control %3e Web filter 1Jusiu

. Logging Option N5ty Log TsiideniAuuuu All Session

. Action: 1don Allow Lfieeyayn 1130 Deny LiloUfias Traffic

. ID lidududesnsen lnevdsain Create New Policy ID 9i3uiiusieain ID anaaiignaina

UL

New Dynamic IP Pool
Firewall / Network Options
Name
NAT ©
P Pool Configuration Use Outgoing Interface Addresd IS0 L=l TR Type
[ [ -5 l ‘ External IP address/range @
ARP Reply ©

Comments

ource Port OB

otoco! Options default v &

«  NAT: Ualtunmnaeen1syii Network Address Translation.

Tnonns NAT azduniswdeu IP source walidu 1P Ty fiflazidonldaudu P
interface 14 interface

outgoing luve 2 aveanidu IP 203.150.79.227 ﬁdﬁ%?ﬂé]jmmi NAT wu IP SUS]mmﬁ
N9@NA1 request

1#d0n Dynamic pool L&133&519 pool public Trivndslisl object

o 1 J a L4 ¥ A d' .
o MNNIUUAAININE LIBUTDEUAT BE1RUNIE Enable Policy
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Policy 9441 Inbound Policy [DNAT]

Step 1: @319 Virtual IP (VIP) Taen1s MAP IP [WAN] 111U IP [LAN] Tnglugfauau Policy & Object

> Virtual IPs 91nuuLdan Create

Type
WP Virtual IP (=]

Intertace

O any
Oany
O any
0O any
Dany

Interface

Mapped To
192 168.76.135 (TCP: 336%)
192 168.76.135 [TCP: 1-4489)
19216876.135 (TCP-4491-65535)
192168.76.135 (UDP: 1-65535)
19216876135 ICMP)

o o o o o

Hit Count

< A5

elelolo|a

O admin

Ja Virtusl IP groups|

Ret

. 115 MAP IP 9zldinananundiu Object finneluiinns Forward packet 910 41 WAN U84

21 LAN

New Virtual IP

VIP type 1Pva

Name ==192.168.76.135
Comments Write a comment._.

Color = Change

Network

Interface @ O any

Type IS =TT PN g FQDN

External IP address/range ©
Map to

IPv4 address/range 192.168.76.135

B Optional Filters

C® Port Forwarding

4 0/255

2% Ty590 External IP 9z15u IP WAN fils1d03n151497u MAP fu LAN IP address

7T|Page
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Step 2: N3MINGNANABINTTILIN port forwarding TANTINNTS MAP ilautunauund uiagiiy
Tuduves Port Forwarding

Iawdau Port Forwarding agdlaendiu 4 @i
« Protocol: ¥iinua3 Protocol NR99n15 Forward Port

« Port Mapping Type: Ustnnu89n15 Mapping Port Unfazlden one to one
« External service port: Port 19¢138n911191NA18UBN

- Map to IPv4 port: Port #i§8an15 Forward e

VIP type 1Pva

Name n ==192.168.76.135_por

Comments Write a comment._. Z O/255

Color - Change

Network

Interface @ O any -
Type Static NAT

External IP address/range ©

Map to

IPv4 address/range 192.168.76.135

B Optional Filters

@ Port Forwarding

Protocol uUDP | sCTP | ICMP
Port Mapping Type m Many to many
External service port € 1-4489

Map to IPv4 port o

8|Page (5) TeL 4882017 7777
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Step 3: @319 Policy @15U VIP fimuiun

17 2zi3uludiuvesnis Create Policy

Negate Destinztion (B
Schedule
Service

[® always

W HTTP
@ HTTPS

+
L. ss 2l @ DENY

Inspection Made Proxy-based

Action

Firewall/Network Options
NAT (e ]
Protocol Options [ defzult

-

Disclaimer Options
Display Disclaimer O»

Security Profiles
AntiVirus

Web Filter

DNS Filter
Application Control
IPS

File Filter

vevoeeue

SSL Inspection no-inspection

Logging Options

Log Allowed Traffic
Generate Logs when Session Starts (B
Capture Packets (® J

Advanced

wcee »
Exempt from Captive Portal OB

Workflow Management
Policy expiration O

Comments = Write a comment. /4 0/1023

Enable this policy ©

New Policy
1D 0
Name © DNAT- = WEB
Incoming Interface O waN x
+
Qutgoing Interface O Flexpod Cloud x
+
Source =l x
+
Negate Source e )
Destination @5 n=u %
| [ = i x
y x
ﬁ | o Ix
[ B & & B W 8 S

[ @)} Security Events

All Sessions
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Inglunti1sing New Policy lvinsendeyadsil:

[

- D lsidnduseansen Inendsain Create New Policy ID aziFuifusioan ID a1gafignasistiuan

. Name: ssiliifiu Policy

« Incoming Interface: \don Interface 7i Traffic 919731 (191 WAN).
Ingunfvues Policy DNAT @ulugjagidnanain Interface Wan uana@1ansaidnunain Interface
Buqld wu LAN azdudiuves Policy Loopback

. Outgoing Interface: \don Interface 7l Traffic avoonly (Wu Flexpod Cloud).
w#paLdoNna N Interface TiAdosUanevsagivu 192.168.76.135 ot Flexpod Cloud 1usiu

.« Source: ssul,ma'qﬁmsum Traffic (IP Address, Subnet, %58 Object). snéalaiiazAnsasns
Object nou

- Destination: s¥yUangnneves Traffic (IP Address, Subnet, %50 Object). windsliifiazfos
#5149 Object nau

- Schedule: fuuavandl Policy 929131 (W Always windesnisiiiaunasniaan).

. Service: FonUszLanuinsiidesnisaauau (Wu HTTP, HTTPS, w3e All 1ndiasn1smiunsyn
Service). mndalaifiazfnsas1e Object fou

« Security Profile nsfignAniinsldaunin Feature App control 138 Web filter
nsl91U Feature #1399 *** dom35e1s Aovniinmsilaldonvdsmansenumensldeunge
919U feature MJun13 block service 1Hudu

. Logging Option N15iAu Log TsideniAuuuu All Session

. Action: iiien Allow Lileayny s vi3e Deny iiloUfias Traffic

« NAT: Ualtaumnaein1sin Network Address Translation.
Taens NAT azdunisiddeu IP source wlidu IP Tud vnfinnsilaldau source fandna
awgnidgudu 1P sudifmun way veiioneagililingiu Source IP fiuviasefiFonidianle

o { 1 a 14 i I A A . [ v a k%
o WNNTAUAAININE LIUUTDYLAT B818UNIE Enable Policy 1Juaulseusey
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Step 4: Policy Loopback

ﬂsﬁﬁ‘fil,ﬂ‘%aqaguimaiﬁ Firewall g2y a8 IP Public vasfinngla Firewall wienfiu
Wiy Tnednuaizves Policy avadieratesued Policy DNAT usazuanm1dil Source Interface
9204 Interface n1elé Firewall lafl% WAN uaz §inns NAT Source wisniielianunsadenluds 1P

Public M1eginele Firewall Lieariule

New Policy

D 0

Name O Loopbcak-1

Incoming Interface U Flexpod Cloud x
+

QOutgoing Interface O Flexpod Cloud x
-

Source £ 192168760724 x

Negate Source >

Destination || N =4 x
x
x
H B § x
x
*
Negate Destination (B
Schedule @ always v
Service WA x

+
cion o oew
Inspection Mode Proxy-based

Firewd|/Network Options
NAT ©

1P Pool Configuration Use Outgoing Interface Address BSR40

Preserve Source Port (O

Protocol Options 53 default vi|.#
Disclaimer Options

Display Disdaimer O

Security Profiles

Antivirus >

Web Filter (e J

DNS Filter e J

Application Control B

IPS (o ]

File Filter s J

SSL Inspection 8 no-inspection v £
Logging Options

Log Allowed Traffic © ESVEEISE All Sessions
Generate Logs when Session Starts (O

Capture Packets >

Advanced

wcce >

Exempt from Captive Portal (B

Workflow Management
Policy expiration (B
Comments  Write 2 comment

40/1023

Enable this policy @©

(o e
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Ingluntiinie New Policy lvinsendeyadsil:

[

- D lsidnduseansen Inendsain Create New Policy ID aziFuifusioan ID a1gafignasistiuan

. Name: ssieliifiu Policy

« Incoming Interface: \don Interface i Traffic a1 (1 Flexpod Cloud).
Ingunfvues Policy DNAT @ulugjagidnanain Interface Wan uana@1ansaidnunain Interface
Suqls Wy LAN 9zifuduwes Policy Loopback

. Outgoing Interface: \don Interface 7l Traffic avoonly (Wu Flexpod Cloud).
whpudenan Interface fiASosaeymasgitu 192.168.76.135 ag Flexpod Cloud 1iusiu

.« Source: ssul,ma'qﬁmsum Traffic (IP Address, Subnet, %58 Object). snéalaiiazAnsasns
Object nou

- Destination: s¥yUangnneves Traffic (IP Address, Subnet, %50 Object). windsliifiazfos
#5149 Object nau

- Schedule: fuuavandl Policy 929131 (W Always windesnisiiiaunasniaan).

. Service: FonUszLanuinsiidesnisaauau (Wu HTTP, HTTPS, w3e All 1ndiasn1smiunsyn
Service).

« Security Profile nsfignAniinsldaunin Feature App control 138 Web filter
n5l91U Feature #1399 *** Jdom35e1s Aovniinmsilaldonadsmansenumensldeunge
919U feature MJun13 block service 1Hudu

. Logging Option N15iAu Log TsideniAuuuu All Session

. Action: iiien Allow Lileayny s vi3e Deny iiloUfias Traffic

« NAT: Ualtaumnaein1sin Network Address Translation.
Taens NAT azdunisiddeu IP source wilidu 1P Tudliidu 29 Network nneld Firewall
dielriannsaiSenlugalaensiidu IP Public fieganeld Firewall ifeafuls degray
192.168.76.135 NAT 192.168.76.254 \Judu

o ! 1 = i v I A A . < v A [
o WINANUAAIAINE LIYUTBYLRT BY18UNT Enable Policy WUDULIEUTRY
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SSL VPN FORTIGATE

Step 1: Léuéfuéj’wmia%}w User VPN Group User & Authentication > User Groups > Create
New

@ admin ~

| + create newt‘ [o Q, Search

Name % Group Type % Members % Remote Groups Ref. %
O % Guest-group EZ Firewall & guest

& 5S0_Guest_Users & Fortinet Single Sign-On (FSSO) 1
User & Authentication o

2
nition

User Groups

. MUUATD Group > NUUNATI OK

-

New User Group

Name VPNUserGroup

Fortinet Single Sign-On (FSSO)
RADIUS Single Sign-On (RSSO)
Guest

Members 1

13|Pacge @ TEL  +B6 2017 7777
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Step 2: @519 User Tol 1Ufi User & Authentication > User Definition > Create New

\ + Create new | © Q Search

Name Type Two-factor Authentication Status

O & guest & Local © Disabled © Enabled

2 User & Authentication

User Definition

Ref.

(& admin =

« BenlUfl Local User > Next

Users/Groups Creation Wizard

@ User Type > @ Login Credentials » @ ContactInfo » @ ExtraInfo

Remote RADIUS User
Remote TACACS+ User
Remote LDAP User
FSSO

FortiNAC User

< Back Next Cancel

. AMuUA Username / Password 17seu5as > Next /7 yinlidl 2FA 197 Next 1ulunaula

Lag
Users/Groups Creation Wizard
v @ Login Credentials » €@) ContactInfo ) @ Extralnfo
Username
Password ©
Users/Groups Creation Wizard
v v @ Contact Info ) € Extra Info
(® Two-factor Authentication
d|Page
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. \den Enable naldan User Group tJu group N1@513lineu Step 1 udna OK WWusuiasa

auysal lun1sasne User VPN

Users/Groups Creation Wizard

Select Entries x
| Qsearch + Create
User Account Status [+ RZEGIISE @ Disabled . =
B Guest-group
User Group @ | 2 VPN User Group x B VPN User Group &

Step 3: 7 SSL-VPN Setting 739 Authentication/Portal Mapping na Create New Group

M51a@519uaaen Full Access

FortiGate-VM64-AWS
Dashboard
Network

Policy & Objects

& Security Profiles

VPN
VPN Tunnt
VPN Wizard
SSL-VPN Portals
SSL-VPN Settings
SSL-VPN Clients
VPN Location Map
User & Authentication
WiFi Controller

3 System
Security Fabric

Log & Report

FIERTINET

15|Page

SSL-VPN Settings

sstveNstatus ([ ER © Disable

For increased security, scalability, and flexibility, use ZTNA or IPsec VPN
asan alternative to SSL-VPN tunnel modes.

Connection Settings ()

Listen on Interface(s) [ WAN (port1) x
Listen on Port 4443
Server Certificate [ -
Redirect HTTP to SSLVPN (B
Restrict Access Allow access from any host
Hosts Zone-Thailand x
+
Negate Source @
Idle Logout @

Require Client Certificate

Tunnel Mode Client Settings @

Address Range LGB ERSEOEL L IESS  Specify custom IP ranges
Tunnel users will receive IPs in the range of ' = =
DNS Server Same as client system DNS [B1613%

Specify WINS Servers (B

Authentication/Portal Mapping ©

The legacy SSL-VPN web mode feature is disabled globally. Web mode
will not be accessible in portals.

\ E U Delete = % Send SSL-VPN Configuration
Users/Groups % Portal ¢
£ VPN User Group full-access

All Other Users/Groups @ full-access

Fo=
( )

-t
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- 1Ufinti SSL-VPN Portal nafi full access &g edit ’aﬂﬂﬁ'u Enable Split Tunneling

29N kaInm OK

Edit SSL-VPN Portal

Name  full-access
Limit Users to One SSLVPN Connection at a Time ()
O Tunnel Mode

Split tunneling © Disabled
All client traffic will be directed ove

tches the destination of the configured firewall policies will be directed over the SSLVPN tunnel.

O Enabl

trusted destinations will be directed aver the SSLVPN tunnel

Routing Address Override | & LAN - 192.168.128.0/20 x

Source IP Pools T SSLVPN_TUNNEL_ADDR1 x

Tunnel Mode Client Options

1

Step 4: a¥19 Policy dm¥unisldary SSL-VPN Tngluntiising New Policy lvinsenteyansil:

- 1D sidndusiosnsen laondsain Create New Policy ID aziFutiusionnn ID argafignasis
Fugn

. Name: #del¥iu Policy Iidedsnisldsunu IP 1Wu VPN TO CLOUD Wudu

« Incoming Interface: \den Interface 7 Traffic 92447311 (WU SSL-VPN tunnel interface
(ssl.root) ). Ingun@ued Policy ¥ad SSL VPN aztden SSL-VPN tunnel interface (ssl.root)
U4 Interface

« Outgoing Interface: 1aan Interface 7i Traffic avoonly (Wu Flexpod Cloud).
wheudenan Interface fiASosaeyniogity 192.168.76.0/24 o¢ Flexpod Cloud

« Source: ssql,mdqﬁmﬂjaq Traffic (IP Address, Subnet, %58 Object). nfalifiazAvsasng
Object nou

- Destination: syUanevnaves Traffic (IP Address, Subnet, %38 Object). nnéliifiazsias
@519 Object nau

- Schedule: fviuanand Policy agvieu (W Always ndesnisiiiaunaeaiian).

. Service: W@onUszlnviUinsfidenisaaugy (WU HTTP, HTTPS, nie All vindesnisaun
N Service).

. Logging Option n13tAv Log lsideniiuwuu All Session

. Action: iden Allow Lileauan e Deny iiloufias Traffic

. ynfmuacenge Seuesudn agndufiaz Enable Policy Wusuiseuses
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FortiClient VPN

Download Client VPN 311 https://www.fortinet.com/support/product-downloads

« 1890 Product Download > Forticlient VPN Only

€ C | O nws//wwmlorinetcomsupport/product dowrloads R @ Ol%)Gle - O

Upgrade to one of the Enterprise tiers for -- i

Support, central management, zero trust '
WNLOAD
for MacOS

posture assessment, and more. ..
DOWNLOAD DO DOWNLOAD
VPN for Windows VPN VPN for Linux
.rpm

o ')

DOWNLOAD
VPN for Windows

DOWNLOAD

VPN for Linux 64-
arm.rpm

DOWNLOAD

64-arm VPN for Linux 64- I

arm .deb

~ ( P
» ."

1)
-
DOWNLOAD DOWNLOAD
VPN for iOS VPN for Android DOWNLOAD
VPN for Linux

.deb -

. %AIRINFAARY Forticlient My Program dwsun1s VPN Seusasiuan

« 1A90 kOU 3 9 > Add a new Connection

1@ FortiClient - X
File Help

@ FortiClient VPN

' Upgrade to the full version to access additional features and receive technical support.

VPN Name VPN FG v| =
Username Uservpn
Password

17|Pacge @ TEL  +86 2017 7777
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. AMYUAAT SSL-VPN Connection anu#iseuu Firewall fuuslisnsdl

[

1) Connection Name: CPN customer
2) Remote Gateway: xxx.xxx.xxx.xxx (IP Public 484 Firewall)

3) ieSenegnTiYes Customize port uazsyyAd 4443

4) Adnyy Save

(@ FortiClient R = X

File Help

@ FortiClient VPN

Upgrade to the full version to access additional features and receive technical support.

# & 0 0 a

New VPN Connection

veN ssven | IR

Connection Name [VPN Customer

Description ‘ ‘

Remote Gateway 123.456.789.101 | =
+Add Remote Gateway

|| Customize port |4443

["] Enable Single Sign On (SSO) for VPN Tunnel
Client Certificate | None v
Authentication ) Promptonlogin @ Save login
Username

[ Enable Dual-stack IPv4/IPv6 address

Cancel Save

Usemame

.« 590 Username uag Password 7114 Login t01LAS09Aauinosnyineu

«  Aanyy Connect

18|Page

@ FortiClient
File Help

VPN Name ‘VFN Customer vl =
Username ‘ Username
Password -u-...-u* @
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- 70 Config SSL VPN gnsiad uaz Login d15a9zlinaniuguaueng

19|Page

@ FortiClient
File Help

Upgrade to the full version to access additional features and receive technical support.

VPN Connected

Jm

VPN Name VPN Customer
IP Address 10.212.134.200
Username
Duration 00:00:22
Bytes Received 0 KB
Bytes Sent 54.69 KB
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Log & Report FORTIGATE

Step 1: Tun13g Log 9uida7iuau Log&Report > Forward Traffic Tngazleyd Log Juusanin

@ Dastooard * 2|4 |0 Adrie & T 0wak
$x Security Fabric
DateTine « Seurce Device Destination Aosication Name Reast Poicy 10
 Network
S @ minzmae 2321812889 - v 3%8/%8 DNAT-202154201.72(20 -
2 Pullcy & Otfcts | 2minutes 30 - v 5244918/ 1024548 ONAT-20315420169 (26
8 Securty Profies | Zminses 350 - v 5598K8/371548 DNAT-20315420169 (26
awn Imites a0 - v 114918/9,40k8 DNAT-202.15420169 (2
& User & Actrantication » | 2minutes sg0 - v 4318/16748 ONAT-20215420169 26
® WP & Switch Corerol Zrirutes 2 - © Dery:poiicy vckation o
o Log & Regort Zrminstes a0 - v 2680k8/16248 DNAT-202.154.20169 (2¢
2mirutes s - v anie/1Ne DNAT-20215420169 26
Locs Walfc 2mirutes ag - v 2886518/ 2434k8 DNAT-201 15420167 (26
Seiftes Trafhc Zminutes ago - v 59.4748/367048 DNAT203 15420169 (26,
L 2mintes ago - v 348/%68 DNAT-202.154201.80(25
b= 2minutes a0 - v 3%8/368 DNAT-20315420181(27)
WebFiter ~ 2 =
2mirutes sgo - v 8665918/942118 DNAT-20315420069 26
s
2mirutes om0 - v 116148/20168 DNAT-20215420169 26
ONS Query
s 2rirutes ago - v 1194748/7605348 DNAT-20215420169 (26
Sy 2minues ago 4102414 - © Deny:polly vikation ¢
EOT 2minutes a0 220521592 - v 326018/ 2841148 DNAT-202154200.69 26
Ny 2mirutes ago 1179.187.477 - v s8/%8 DNAT-20215420181 (27
e 2minutes ago 164154152 - v 3%8/368 DNAT-203154201.80(25)
Log Settings 2minses a0 9297915 - v LG/ 37308 DNAT-203154201.69 26
TheeatWeight 2minutes a0 531129137 - v 1998/ 77348 DNAT-202 15420169 26
2mintes 3o 17268234177 - v 101248/9.27k8 ONAT-20315420169.26
2minutes a0 17248234477 = v 8594R/8498 DNAT-20215420169 26

Step 2: feagranslduauAumdoya

N v Y

TunauAumIaIL1sana add filter Lo UAYaULIANISAUMLS F=Tidalmaandenin

> [o][&)| ¥ x & 0w
35 Security Fabric > Appication Name: =
AR 4 Do o cive Source Device Destiration AepicationName PolicylD
© Syt @ » Mmoo :)):-/hr 23204246171 - v DNAT-203.154.201.69 (26} -
i tination 27014215 3 52 . . "
# Pollcy & Obiects 5| Minuzeago —— 270.142.18 - v 30248/ 1829948 DNAT-203, 149026)
@ Security Prodies » Mimssag oLl 94923112 - v 22448/ 685448 DNAT203.154201.69(26)
awN » Mintese  Rest - v 102, DNAT-203.154.201.69(26)
& User & Authentication » Mimseago Source - v 1807 DNAT-203. 20149 126)
® WiFT & Switch Controller > Mimzesgs ¥ - © Deny: piicy vidlation e
ol Log & Report Minte ago - v 6LI4KB/4277618 DNAT-203,154.201.69(26)
Mingesgd  APSaial - v 072748/ 759.0648 DNAT-203.154.201.69 (26}
Local Traffic Mimgeags  AsphcationCategory - v 20048/53548 SNAT-192.168.10.50{34)
Seifter Trafic Minute ago ™ v 26748/536)8 SNAT-192,168.10.50(34)
e Minuze ago - v 6382048/ 2202448 DNAT-203. 169 (26)
poe Mingeagp  Band - v 19318766548 DNAT-203.154.201.69(26)
WebFiter b Re s
= Minuse ago O D 17270.142.300 - ¥ AL6KB/ 4048 DNAT-203.154.201.69 (26)
Minute ago 17270.14280 - v 19848/1391k8 DNAT-203.154.201.69 (25}
DNS Query
Minute ago 172684147 - ¥ 114048/ 97183k8 DNAT-203.154.201.69 (26)
FieFilter = -
Fis inute 350 1531129137 12144 ] 20315420069 126)
il Minute 2 3112919 - v 1214k /88746 DNAT-203.154.201.49 126
ORI Minuze sgo 922924134 - . == v R16K8/176518 ONAT203.15420169128)
A Minute ago 11531129437 - v 713768/ 249548 DNAT-203.154.201.69 (26)
FortiGate Coud Reports Minuze g0 220521592 - v D4E9KB /259548 DNAT-203.154201.49126)
Log Settings Minuse ago 94102614 - © Deny: policy viclation Q
Theeat Weight Minise g - v BATIKE/ 4916k DNAT-203.154201.69 (26)
Minize 30 1825224559 - v 144T5KB/3096K8 DNAT-203.154201.69126)
Minuze g0 742532 - = ] v 1919440/ 3884948 DNAT-203.154201.60125)
Minuse ago 172701438 - v 25748/ 854948 DNAT-203.154.201.69 (26)
Mimzs 250 94102614 - © Dy poicy viclaion ]
Minde 3g0 4948138103 - v 532760/ 07618 DNAT203.154.201.69 26)
Minuse ago - ¥ 315MB/37320k8 DNAT-203.154.201.47 (26)
Minze g0 - v 74148736318 DNAT-200.15420149126)
Minute ago - v 246187116368 DNAT-203.154.201.69 (26)
v PREeTITe CaaTocoiciooi ooy %02 v
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—COolll¢y

Y ] ¥ b4 v
mamamﬂwmﬂwwaga

A71150 AANYMALAU column WiBiNN1sLL/an column AReIN1SHERSLA

B, Policy & Otjects

@ Security Profies
aven

& User & Authentication
® VWIF & Smitch Controfler

Agpiication Cortrol
Intrusion Prevention

FortiGate Cloud Repaorts
Log Settings
Threat Weignt

T Source
81 Bes: Fit Al Cotumes RTNIHET
D Reset Table e
1727014210
Sedect Cohares
949201126
+ Date/Time - = :
e 172684152
v 1727121098
< Duks 1679414631
 Destination S29.% R’
v Aogkcation Nme 11531129137
v
Byoikt 1921681050
v Poliey 1D
M 1921631050
Absolute ute/Time S,
ey 7242244
AP Seriat 17270.143.100
Aopication Category 1727014280
Aoication 10 172684947
Aosscation Rsk
115. 29037
Arartication Server
4922924124
Crannel 115, 29437
Dest 208215
DestinationCty 4102614
Da tion Country Region 11531129}
Destination Device Type T
DestirationFamily —
Destination Hardware Vendor -
1727014858
$4102614
Destination Itectace Role 948138103
Dastiration Intssmet Service 1153112913
onMAC - 1135315677
[ [T i

Destination

Result
v 91521K8/4125 M8
v 30248/ 18299k
v I2214K8/ 685448
v 10362k8/ 6385748
v 180768/ 5025848
© Deny: cocy vioation
v 61848/ 4277848
v K728/ 7590648
v 30068/536k8

v 247B /52618

v 638208/ 2202448
v 1936B/64518

¥ A16KR/ 4440418
v 1988/139118

v 114048/ 9718348
v 121440/ 85748

v 321648/ 174818
v T2IN8/ 49548
v S0459K8/ 2995548
© Dany: goiicy viokation
v WIIB/49.1648
v 14475k8/ 209648
v 1519448/ 384948
v 257kB/8569 18

© Dwny: golicy vickation
v 532048/ 076K
v 315M3/37325K8
v 74168/ 363K8

v 2468/ 11436K8

&
Policy 1D
DNAT- 20015420169 (26)
DNAT-203.15420169 (26)
DNAT-203.15420149 (26)
DNAT-201154201469 26)
DNAT-20315420149 (26)
0
DNAT-203 15420169 26)
DNAT- 20315420169 (26;
SNAT-192.16810.50(34)
SNAT-19214810.50134)
DNAT-201154201.69 (26
DNAT-20315420149 (26)
DNAT-202154201.69 26)
DNAT-20315420169 260
DNAT-201154201.69 (261
ONAT-203.15420149 (26)
DNAT-201154201.69 26/
DNAT-203154201.49 (26)
DNAT- 20315420169 26)
[
DNAT-20115420169 26)

DNAT-201154201.69 (26;

DNAT-20115420169 26)
ONAT-20115420169 (26)
DNAT-20315420149 26)
DNAT-20115420169 26

T Detais

Arag1ensiduaudumdaya

fegansaurlaeninua filter 1y IP source

B, Poiicy & Otjects

@ Security Srofies
Qv

& User & Autrestication
@ WIFL & Swieh Coneroller
1 Log & Report

Locst Traffic
Sriffer Trafhc
Events
AntiVine

S|4 || % Souce: 15216810139 <

Date/Tirre:
41580005 g0
2minutss zm0
2minutss 330
2minutes g0
2minsesag0

3minses a0
Imirutes a0

minstes ag0

Eminutes ag0
minutes sgo
Bminutes xg
Bminutes sz
9 minstes 0
Fminstes ago
10 minutes ago
10mintes g0
10 mintes igo
10mintes 250
11 minutes 590
11 minwtes ag0

>« Adl OR NOT BXACT © Add!

* Source

192168
19216810139
19216810139
19216830159
19216810139
19216830139
19216830139
19216810139
19216830139
19216830139
192168
19216830139

19216810139
19216810139
19216830139
68.10.199

19216830139
19216830139
2.168.10.199
1680139
19216830139
19216810199
192.166.10.139
19216810139
19216830139
19216830159

1 wsa e

Destination

Apcication Name.

v 1408/3968
v 1408/3968
v 1408/3968
v 508/08
v 760/760
v 08/08
v 308/08
v 760/768
v 08/08
v 08/08

v %08/08
v 768/08

v 768/768
v 1808/3968
v 1408/3968
v 408/08
v 48108
v %08/08
v 768/768

s snoine

x @-

Policy D
SNAT-192168.10024
SNAT-192168.10024 (131
NAT19216810024 (13
SNAF-19216810024 (13
SNAT-192168.100°2¢
SNAT19214810024 (13
SNAT-192.16810024 (13
SNAT-192.168.100¢
SNAT-19216810024 13
SNAT-19216810024 (13
SNAT-192148.10024 (13
SNAT-192.168.100/24 (13
SNAT-192.168.10024(13)
SNAT-192.162.10.024 (13
SNAT-192.68.10024 (1)
SNAT-19216310024 {131
SNAT192168.10024 (12
SNAT-192168.10024 (13
SNAT-192.168.10024 (13

SNAT-192.168.10.024 (43
SNAT- 19216810024 (13
SNAT-192.168.100°24 (13
NAT19216810024 (13
SNAT-19216810024 (13
SNAT-192168.10.02%
SNAT-19216310024 (13
SNAT-192168100°24 (13
NAT-192168.100724(13
SNAT-19216810024 (19

D Detals
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